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Description 

The present invention relates to a method for operating an RLAN arrangement, 
said RLAN arrangement comprising a plurality of communication units or com- 
munication nodes. 

Nowadays, wireless communication with the networks becomes more and more 
popular. Therefore, in the field of wireless local area networks or WLANs, so- 
called radio local area networks or RLANs, were introduced. Such an RLAN com- 
prising a plurality of communication units or communication nodes, one of which 
being a central controler CC or an access point AP and the latter of which being 
so-called wireless terminals WT. 

As the communication of an RLAN is established by transmitting and receiving 
radiation in the radio frequency range interference may occur with other and 
separated RLAN arrangements and /or with external radar services or radar 
sources. 

In particular, in the 5 GHz band or range communication was until now restricted 
to radar services and radar devices. Nowadays, said former radar services are re- 
ferred to as primary users for the 5 GHz band or range, whereas RLAN arrange- 
ments or concepts in the 5 GHz band or range are referred to as secondary users. 
That means, that the complete 5 GHz band or range has to be shared by said 
primary users or radar services and by said secondary users or RLAN arrange- 
ments giving a communication priority to the primary users. In particular the 
ranges from 5,150 GHz to 5,350 GHz and from 5,470 GHz to 5,725 GHz are allo- 
cated to RLANs. 

For establishing and ruling such a sharing concept, regulatory requirements for 
the secondary users have been established. That means that the presence of pri- 
mary users has to be checked during the operation of the secondary users. If a 
primary user occurs and a coincidation overlap of the communication channels 
has to be expected, the communication channel has to be changed by the secon- 
dary users. 

Known methods for monitoring the presence of primary users or radar services 
are not reliable enough and decrease the communication efficiency during known 
RLAN arrangements. 
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It is, therefore, an object of the present invention to provide a method for oper- 
ating an RLAN arrangement which is adapted to perform monitoring of primary 
user or radar/radio services in a particular reliable manner with an reduced ef- 
fect on the RLAN communication performance. 



The object is achieved by a method for operation an RLAN arrangement according 
to the characterizing features of independent claim 1. The object is further 
achieved by an RLAN arrangement, a computer program and a computer readable 
storage medium according to the characterizing features of independent claims 
11, 12, and 13, respectively. Preferred embodiments of the inventive method for 
operating the RLAN arrangement are within the scope of the dependent sub 
claims. 



In the sense of the invention the RLAN arrangement has a plurality of communi- 
cation units or communication nodes. According to the present invention the 
method for operating such an RLAN arrangement comprises a step or process of 
monitoring and/or of detecting the presence of signals of or from external radio 
sources or radar sources. Upon the presence of signals of or from an external ra- 
dio source or radar source or upon detection thereof in the case of a coincidation 
and /or an overlap of an actual communication channel or frequency band of the 
RLAN arrangement with a channel or frequency band of the signal of or from the 
external radio source or radar source the actual communication channel or fre- 
quency band of the RLAN arrangement is changed. Set step or process of moni- 
toring and /or detecting the presence of signals of or from external radio sources 
or radar sources is performed by at least one of said communication units or 
communication nodes which are not in a transmission state. These communica- 
tion units or communication nodes are used as monitoring units. Thereby, a con- 
tinuous and uninterrupted monitoring and /or detection of the presence of signals 
of or from external radio sources or radar sources over the complete operation 
time of the RLAN arrangement is realized, in contrast to prior art methods for op- 
erating RLAN arrangements where the monitoring process is based on the as- 
signment of measurement periods within particular time frames making the pro- 
tocol and the message exchange comparable complex. 

It is, therefore, a basic idea of the present invention to shift the responsibility for 
the monitoring and /or detection process to communication units or communica- 
tion nodes of the RLAN arrangement in question which are not in a state of 
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transmitting information. As in an RLAN arrangement at most one communica- 
tion unit or communication node is activated in a transmitting or transmission 
state, all other communication units or communication nodes may potentially be 
used as monitoring units in the sense of the invention, thereby covering the com- 
plete operation time of the RLAN arrangement with respect to the monitoring 
and /or detecting process. 

Another view of a basic idea of the invention is to provide almost 100% coverage 
of radar detection. This may additionally or alternatively be achieved by a tx 
power level adjustment that allows said 100% coverage. A main focus of the in- 
vention is the overall coverage and /or on methods to achieve this coverage. 

Although, a single communication unit or communication node is sufficient for 
entirely or completely covering the operation time of the RLAN arrangement, it is 
of particular advantage, when said step or process of monitoring and/ or detecting 
the presence of signals of or from external radio sources or radar sources is per- 
formed by a plurality of said communication units or communication nodes being 
not in a transmission state as a plurality of monitoring units. This may be done 
in a distributed manner, where a given monitoring time interval may be subdi- 
vided or spread over said plurality of monitoring units. 

Additionally or alternatively, said step or process of monitoring and /or detecting 
the presence of signals of or from external radio sources or radar sources may be 
performed by the entirety of said communication units or communication nodes 
being not in a transmission state as a plurality of monitoring units. This gives a 
higher degree of flexibility and reliability with respect to the process or step of 
monitoring and/or detecting external radar signals. This may also be done in a 
distributed manner as already elucidated above. 

According to a further advantageous alternative of the present invention said 
communication units or communication nodes perform as said monitoring units 
said step or process of monitoring and /or detecting the presence of signals of or 
from external radio sources or radar sources at most in a receiving state and /or 
in a monitoring state, in particular during receivings periods and /or 
idle /monitoring periods of a MAC frame. 

One has to distinguish between 802.11 networks and HiperLAN2 or HL2 networks. 



MULLER • HOFFMANN & PARTNER 

Sony International (Europe) GmbH 54.648 



- 5 - 
28.01.2003 



In HL2, an AP or a WT, i.e. a wireless terminal, can be in three states, i.e. a 
transmit state, a receive state, and an idle state. The MAC frame of a device is e.g. 
2 ms long and is built by (any) concatenation of these three states. A device lis- 
tens to the air during idle and receive states and can detect radar signals during 
these periods. 

In 802.11a or 802.1 lh networks, there is no dedicated MAC frame. If the device 
has to send packets it turns into its transmit state. Otherwise it listens to the air. 
No dedicated 2 ms time framing as in HL2 is given. 

A common bottom line or common principle is that a device can listen for radar 
services whenever it is not in a transmit state. 

The impact is significant. The notion ,non transmit phases' for radar detection 
might be relevant instead of a MAC frame expression and its receive and idle 
states. Whenever talking about MAC framing an example for a HiperLAN2 imple- 
mentation is given. 

As already indicated above an RLAN arrangement or RLAN consists of communi- 
cation units or communication nodes one of which being an access point AP or a 
central controller CC and the remaining being so-called wireless terminals WT or 
wireless terminal devices. 

Therefore, according to a further preferred embodiment of the present invention a 
wireless terminal or wireless terminal device as a component of said RLAN ar- 
rangement is used as said communication unit or as said communication node, 
in particular as said monitoring unit. 

Additionally or alternatively, a central controller CC and /or an access point AP as 
a component of said RLAN arrangement is used as said communication unit or as 
said communication node, in particular as said monitoring unit. 

It is always necessary to find a balance with respect to the sensitivity level of the 
monitoring units. On the one hand, it is necessary to be sensitive enough, so that 
the important external radio sources or radar sources can be detected or moni- 
tored as primary users. On the other hand, it is not necessary to detect such ex- 
ternal radio sources or external radar sources which are below a given threshold 
with respect to said sensitivity level, as those external radio sources or external 
radar sources may be referred to as distant external sources implying no conflict 
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even when the respective communication channels coincide or overlap. Therefore, 
for each of said monitoring units a predefined sensitivity level and /or sensitivity 
threshold is used. 



It is a basic idea to adjust all Tx levels or transmission levels in a way that the 
receiving levels or Rx levels are between this sensitivity threshold and the re- 
ceiver sensitivity. 

It is of particular advantage to adapt and /or to set within said receiving periods 
or in said receiving state said monitoring units to a receiving power level or Rx 
level which enables stable service receipt or a stable receipt of internal signals 
which enables a detection of the presence of signals of or from external radio 
sources or radar sources down to a given predefined threshold, in particular with 
said given sensitivity level or sensitivity threshold. This may be done by calcula- 
tion e.g. by transmission power level attenuation or Tx level attenuation. 

Alternatively or additionally, it is of further advantage to adjust and/ or to set 
within transmitting periods or in the transmitting state said communication units 
or communication nodes continuously to a transmitting power level, which en- 
ables a stable service receipt or a stable receipt of internal signals and which en- 
ables a detection of the presence of signals of or from external radio sources or 
radar sources down to a given and predefined threshold, in particular with said 
given sensitivity level or sensitivity threshold. 

It is always the Tx level that is adjusted. The Rx level on the other side of the 
communication path varies depending on the Tx level and of course the current 
attenuation over the air. 

According to a further embodiment of the inventive method upon detection of an 
interference pattern by a wireless terminal a message 
CHANNEL_INTERFERENCE_DETECTION announcing a detection of an 
interference pattern is send from said detecting wireless terminal to a central 
controller and /or wherein upon receipt of a message 

CHANNEL JNTERFERENCE_DETECTION announcing a detection of an 
interference pattern a message CHANNEL JNTERFERENCE_DETECTION_ACK 
indicating the acknowledgement of said message 

CHANNEL_INTERFERENCE_DETECTION is sent by said central controller. 



MULLER • HOFFMANN & PARTNER 

Sony International (Europe) GmbH 54.648 



- 7 - 
28.01.2003 



The basic idea of the messages related to the invention is simple: When having 
autonomous radar detection, we need a new mechanism for the WTs to inform the 
CC/AP about the detection of a radar signal. Exactly that's the purpose of this 
messages. 

It is a further aspect of the present invention to provide an RLAN arrangement 
which is capable of performing or realizing the inventive method for operating an 
RLAN arrangement and /or the steps thereof. 

According to a further aspect of the present invention a computer program is pro- 
vided comprising computer program means being adapted to realize the inventive 
method for operating an RLAN arrangement or the steps thereof when it is exe- 
cuted on a computer, a digital signal processing means or the like. 

Further, according to the present invention a computer readable storage medium 
is provided comprising the inventive computer program. 

These and further aspects of the present invention will become more elucidated 
taking into account the following remarks: 

RLANs are secondary users in the 5GHz frequency band. Therefore, they have to 
prevent interference with primary users, namely radar services. The dynamic fre- 
quency selection or DFS algorithms that are used so far are based on an assign- 
ment of measurement periods during transmission pauses. Reliable radar detec- 
tion is so far not possible without significant restrictions regarding data traffic 
and the available bandwidth. 

The invention proposes a mechanism that allows the detection of radar systems 
for 100% of the operation time. Further, appropriate receiving power adjustment 
allows autonomous measurements of each device without any disturbance of or by 
the data traffic. Control messages indicating a radar detection to the Wireless 
Controller are introduced. 

The current HiperLAN/2 standard specifies messages related to a DFS algorithm 
which only allow the detection of the received signal strength. The DFS mecha- 
nism in the HiperLAN/2 standard does not specify any messages or algorithms to 
detect radar. In the original sense, DFS was intended to detect interference from 
other RLANs. 
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This standard also allows a change of the operating frequency Initiated by the 
controller. The DFS algorithm is not specified in the HiperLAN/2 standard. It is 
intended to be used to distribute the operating frequency of the wireless HL/2 
networks equaly across the frequency band. 

In the IEEE 802.11a specification, no algorithm for frequency change and DFS 
measurements is specified. 

IEEE 802.1 lh specifies spectrum management for IEEE802.11a . This document 
is published as a draft. 



The DFS approaches used by both standards are based on the assignment of 
measurement periods, while the present invention inverts this approach by per- 
forming autonomous radar detection. 

In Europe, the 5GHz band is open for so called "primary users" like Mobile Satel- 
lite Services and for "secondary users" like RLANs. The regulatory requirements 
for secondary users are that a test for the presence of primary users. If a primary 
user is found another channel must be used and that even, if no primary user is 
present, the RLANs distribute themselves equally across the frequency band 

The detection mechanisms that are used so far by the DFS (Dynamic Frequency 
Selection) algorithms are based on an assignment of measurement periods by the 
network controller, e.g. AP or CC in HiperLAN2. The controller can ask Wireless 
Terminals (WTs) to measure within a dedicated time frame, e.g., in multiples^of 
one MAC frame, for interferers. This means additional complexity of the protocol 
and addditional message exchange overhead in the wireless network. There are 
basically two measurement possibilities. 

In the first, CC stops all traffic during the measurement period. Although the de- 
tection probability of the radar is best, this solution has the big disadvantage of 
interruption of data traffic. This might be acceptable for data transmissions but is 
not for services that require a constant bandwidth like video streams ( Quality of 
Service'). 



In the second, WT measures only when no traffic is on air (percentile measure- 
ments). The WT is asked to detect radars only in parts of the MAC frame without 
traffic. Radar pulses that might occur during traffic phases are not recognized if 
the power level of the RLAN connection is too high. 
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Disadvantages are that the network can not look every time for radar signals and 
that only parts pof the MAC frame can be used for radar detection. 

Measurements on the RF channel are always performed over a time frame of at 
least one MAC frame. Distributed measurements of several WTs within one MAC 
frame are so far not possible. 

This invention describes an approach where 100% of each MAC frame can be used 
for listening to interferers without any restrictions to data traffic. 

A typical 5 GHz transceiver system consists of an antenna, an RF frontend, a 
baseband processing unit as well as a micro processor to manage the user data 
traffic as well as the network control commands. The baseband DSP contains a 
radar detection unit that reports the occurrence of potential radar systems to the 
Micro Controller. 



One idea of this invention is to move the responsibility for radar detection to the 
WTs - without dedicated assignment of measurement periods. Each device looks 
autonomously during 100% of its receiving time and the idlle times of the MAC 
frame for radar services. Only during a transmission time the device cannot detect 
radars. During this time frame another device performs radar detection as only 
one device can transmit at a given point in time. Overall 100% coverage for radar 
detection is achieved. 



Radar detections may be reported immediately by the WT to the controller of the 
network. In order to guarantee the radar detection during receiving periods the 
power level of the received connection has to be adjusted in a way that stable 
transmission of the services is still possible and that radar services at the re- 
quested threshold can be detected. 



Adjustment of the power level is part of the standards (e.g. in HiperLAN2 RLC- 
UPLINK-PC-CALIBRATION and RLC_DM_POWER_CONTROL, ...). 

The draft ETSI standard ETSI EN 301 893 defines the level of incoming radar sig- 
nals that have to be detected to a certain level. Weaker radar signals mean high 
distance to the radar source and therefore no impact of the RLAN to the radar. 
Stable transmission, even when using the less robust phy mode, shall be possible 
down to at least another certain level (see ETSI standard ETSI TS 101 475). 
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If the receiving level of the connections is adjusted appropriately both conditions 
mentioned above can be fulfilled. All 5 GHz wireless technologies that require ra- 
dar detection have appropriate control commands to adjust the power level in the 
desired way. 

Since all devices in the wireless network measure autonomously to detect radar 
signals a new control message mechanism is needed to inform the controller of the 
network about the radar occurrence. The control flow for radar detection becomes 
easier since the request response mechanism is replaced by a simple reporting 
mechanism that is triggered by the measuring device itself. 

New control messages can be used to inform the controller about an interfering 
event: 

CHANNELJWTERFERENCE_DETECTION: 

Functionality: 

WT informs controller about the detection of an interferer on the current RF 
channel. 

Parameters: 

informs the controllerabout the type of interferer 
primary user (radar) 

RLAN of same type (preamble can be decoded) 
unknown RLAN type (preamble can't be decoded) 
unkown interferer 

CHANNEL_INTERFERENCE_DETECTION_ACK: 

Functionality: 

Controller acknowledges the incoming CHANNEL_INTERFERENCE_DETECTION 
message 



INTERFERER 
0 
1 

2 
3 



Parameters: 
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NONE 

Ideas and advantages of the inventions : 
5 Three main ideas are part of this invention are to 

• adjust the transmission power level between the radar detection threshold and 
the receiver sensitivity, 

• radar detection process in all non-transmission phases or in all phases of the 
10 MAC frame, except in own transmission phases, and 

• perform the radar detection autonomously, whenever possible and needs no 
control /assignment from a controlling instance. 

Above mentioned mechanisms give following advantages that 



• the radar detection can be achieved 100% of the time without interruption of 
data traffic and that 

• a simpler protocol is given. 

In the following, the invention will be described in more detail taking reference to 
the accompanying figures on the basis of preferred embodiments of the invention. 

Fig. 1 is a schematical block diagram illustrating an RLAN arrangement 



15 



which can be operated by the inventive method. 



25 



Fig. 2 



is a schematical block diagram of a communication unit or communi- 
cation node which can be used in the inventive method for operating 
an RLAN arrangement. 



30 Fig. 3 



demonstrates the different power levels and their adjustment accord- 
ing to the present invention. 



Fig. 4 



demonstrates the different time periods which can be used for a radar 
detection according to the present invention. 



35 



Fig. 5 



is a flow chart of the inventive radar detection mechanism. 



Fig. 6 



is a block diagram demonstrates a typical state machine for the in- 
ventive radar detection mechanism. 
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Fig. 7 



is a block diagram of a further example of a state machine for the in- 
ventive radar detection mechanism. 



5 In the following, same elements and functions are indicated by the same reference 
symbols, and their detailed description is not repeated for each occurrence 



Fig. 1 demonstrates the basic structure of an RLAN arrangement 1 which can be 
10 used within the present invention. The RLAN arrangement 1 in question is built 
up by a variety of communication units 10, 20 or communication nodes 10, 20. 
This variety is constituted by a single access point AP or central controller CC by 
which the entire RLAN arrangement 1 and its operation are controlled. Further, 
wireless terminals WT1 to WT3 are provided. First and second communication 
15 channels 30, 31, respectively, establish the communication of the wireless termi- 
nals WT1 to WT3 with the access point AP or central controller CC and to the 
other wireless terminals WT1 to WT3, respectively. 

In spatial relation to the RLAN arrangement 1 an external radio source 100 or ra- 
20 dar source 100 is given being capable to realize communication or to emit external 
signals via a communication channel 101. 

The present invention is adapted to check during the operation time of the RLAN 
arrangement 1 on whether or not there is a coincidence of the communication 
25 channel 101 of the external radar source 100 with at least one of the communica- 
tion channels 30 or 31 of the RLAN arrangement 1, in which case the actual 
communication channel 30, 31 of the RLAN arrangement has to be changed. 

A basic idea of the present invention is that the responsibility for the step or 
30 process of monitoring and /or detecting the presence of signals of or from the ex- 
ternal radio source or radar source 100 is given to at least one of the communica- 
tion units 10, 20 or communication nodes 10, 20 which are not in a state of 
transmission. Therefore, any of the wireless terminals WT1 to WT3 or the" central 
controller CC which are not transmitting at the given time period may be used as 
35 a monitoring unit for monitoring and /or detecting the presence of signals of or 
from external radio sources or radar sources 100. The block diagram of Fig. 2 elu- 
cidates in more detail the internal structure of anyone of the communication 
nodes 10, 20 or communication units 10, 20 shown in Fig. 1. Each of the commu- 
nication units 10, 20 or communication nodes 10, 20 consists of an antenna 11, 



thereof. 
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21, a RF section 12, 22, followed by a base band digital signal processor 13, 23 
which comprises a radar detector 14, 24. Additionally, a microprocessor 15, 25 is 
provided which is connected to the base band DSP 13, 23 and on the other side 
which external interfaces via a respective external terminal 16, 26. 

Figure 3 illustrates the adjustment of the power levels. The blocks of section I 
show the different parts of a MAC frame with the different receiving levels, when 
no appropriate power adjustment is done. Typically the receiving levels are above 
the requested radar detection threshold, i.e., radar detection is only possible 
during MAC frame periods without data traffic. 

The blocks of section II illustrate the same MAC frame with the proposed power 
adjustments. Since the target power level is between the radar detection threshold 
as well as the requested sensitivity of the receiver it is possible to guarantee sta- 
ble data traffic on the RLAN as well as secure detection of radars even during re- 
ceiving periods. 

Finding the best performing target power level is platform dependant and will vary 
from solution to solution. 

In the example above with three devices in the network (CC, WT1 and WT2) all 
typical types of traffic are covered, namely in a central mode unicast connections 
between the CC and a WT, in a direct mode connection between two WTs, and 
multicast /broadcast connections with one sender. In this latter case it is enough 
to decrease the Tx power level of the sender until one receiver is adjusted to the 
target power level. This device can perform radar detections. All other receivers 
may remain above this power level. 

Figure 4 shows the different time periods that can be used for radar detection 
(depicted time: 2 MAC frames): 

As depicted in the bottom line "overall radar detection" of the diagram an overall 
100% coverage of radar detection can be achieved with the proposed mechanism. 
The old method for 'in traffic' measurements (percentile measurements) allows for 
less measurement periods the higher the traffic load of the network is. 

Fig. 5 elucidates by means of two block diagrams preferred embodiments of the 
inventive method for operating an RLAN arrangement. The left-hand side of Fig. 5 
relates to the performance of a wireless terminal WT1 to WT3, whereas the right- 
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hand side of Fig. 5 relates to the performance of a central controller CC or access 
point AP. 

In the performance of a wireless terminal WT1 to WT3 or 20 in a first step S51a a 
wireless terminal WT1 to WT3 is in a receiving state and simultaneously monitors 
the possible presence of external signals stemming from an external radar source 
100. 

In a step S52a it is checked, if an interference pattern was detected. If this is not 
the case the proceedings continue with a step S53a for monitoring the RF chan- 
nel. In a following step S54a again a check with respect to possible detected in- 
terference patterns is performed. If this is not the case, in the following step S55a 
data are sent out. In each case of a detection of interference patterns the pro- 
ceedings branch to steps S56a und S57a for transmitting a detection message to 
the central controller CC and to receive an acknowledgement message from the 
central controller CC, respectively. 

The performance for the central controller CC 10 starts with the process S51b of 
sending out data. In a following step S53b the RF channel is monitored. In the 
following step S54b the channel is checked for detected interference patterns. If 
there are not detected interference patterns data are received and the channel is 
again monitored in step S55b. In the following step S58b it is again checked on 
whether or not interference patterns are detected. In each case of detected inter- 
ference patterns new operating frequency or frequency bands are announced to 
other devices and then the operating frequency or communication frequency band 
are changed in step S59b. 

Figs. 6 and 7 describe by means of block diagrams different state machines for the 
inventive method for operating an RLAN arrangement. 



